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Research on Key Technologies of Network Security Situation Awareness
Integration into Tianjing System
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Abstract :In order to build a real — time meteorological business monitoring system with full business and full
process integration and visualization, and improve the intensive monitoring capability of the Tianjing system, this
paper takes the integration of situational awareness system into Tianjing as an example, expounds the integration
process from four aspects: the determination of situational awareness data, the integration of data, the design of
evaluation indicators, and the visualization of data. Based on the key technologies such as ElasticSearch,
microservice and Java cloud native visualization, the visual display of situation awareness data in the Tianjing is
designed from the aspects of vulnerability business, vulnerability risk situation, real — time risk monitoring, etc.
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Fig.1 Overall design block diagram
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Fig.2  Micro service API flowchart
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Fig.3 Java cloud native visualization
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Fig.4 Situation awareness data interface specification
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Fig.5 Tianjing maker platform development process
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